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  CAPTURE FILTERS 

 

Capture filters use Berkley Packet Filters (BPF). GBX-PV makes a call to the capture file to retrieve the packets requested, and by using the BPF filters combined 

with the year-date-time range retrieving the type of packets requested. In this example http port 80 packets are be requested from the date range 2018-06-20 

to 2018-07-10 including the specific time.   

FIGURE 1:1 CAPTURE FILTERS USE BPF  
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Figure 1:2 Capture (BFP type) examples are shown in the pull-down menu 

 

 

Figure 1:3 Results of Quick Entry Using BPF port 80 Filter 
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CAPTURE FILE MANAGER 

Figure 1:4 Files Stored for Future Use under   Capture File Manager   Menu 
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DISPLAY FILTERS 

Figure 2: 1 Display Filters-example tcp port 80  

When viewing the trace file you are now able to enter Display Filters to narrow down to the desired packets.  
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CAPTURE FILTLERS  

CA P T URE  F ILTE R  EX A M P LE S 

 
  MAC FILTERS   HEADER 
   Mac Address   ether host 00:11:95:2f:bf:cc 
   Ethernet Source First 3 Bytes   ether.src [6 :3] == 00:11:95 
  IP FILTERS   HEADER 
   IP   h 
   IP#2   host 192.168.20.32 
   Host    host 10.10.1.1 
   Source Host   src host 10.10.1.1 
   Destination Host   dst host 10.10.1.1 
  BROADCAST & MULTICAST FILTERS   HEADER 
   IP Multicast   ip multicast 
   Ethernet Multicast   ether multicast 
   Broadcast   ether broadcast 
  SPECIFIC ETHER TYPE   HEADER 
   ARP   ether proto 0806 
   RARP   ether proto 8035 
   Apple Talk   atlak 
   IP   ether proto 0800 
   IP Ver 6   ip6 
   Dec Net   dec-net 
   LAT   ether proto 6004 
   Netbeui   netbeui 
  PROTOCOL & PORTS   HEADER 
   HTTP Port 80   port 80 
   HTTP Source Port 80    src port 80 
   HTTP Desitnation Port 80   dst port 80 
   TCP   ip proto tcp 
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   Port 80   tcp[0:2] = 80 
 Note that tcp[0:2] = 80 is source port 80 only, to get both sides of the conversation would be; 
 tcp[0:2] == 80 || tcp[2:2] == 80 
   FTP   ftp 
   FTP   tcp[0:2] = 21 
 Same as port 80 above 
   UDP   ip proto udp 
   ARP   arp 
   ICMP   ip proto \ icmp 
   IP   ether proto \ip  
   Reverse ARP   ip proto rarp 
  NETWORK & HOST TO HOST   HEADER 
   Nerwork Address   net 192.168 
   Source Network Address   src net 192.168 
   Host to Host   host 10.10.10.1 and host 10.10.10.2 
  OTHER FILTERS   HEADER 
   Time To Live   tcp=1   ip[8] 
   SYN   tcp[13] & 0x02=2 
   Time To Live   ip[8] 
   Source Port   tcp[0:2] 
   Destination Port   tcp[2:2] 
   SMTP All   port 25 and (tcp[12] & 0xf0>0x50 or tcp[20:4] = 0x48454C4F or tcp[20:4] = 0x4D41494C or tcp[20:4] = 0x52435054 or tcp[20:4] = 0x44415441 or tcp[20:4] 
= 0x52534554 or tcp[20:4] = 0x53454E44 or tcp[20:4] = 0x534F4D4C or tcp[20:4] = 0x53414D4C or tcp[20:4] = 0x56524659 or tcp[20:4] = 0x4558504E or tcp[20:4] = 0x4E4F4F50 
or tcp[20:4] = 0x51554954 or tcp [20:4] = 0x5455524E) 
   MAC This PC   ether host 00:16:35:ee:ee:eb 
   MAC 2   ether host 00:16:35:ee:ee:eb 
   IP Address & Port ??   host 10.10.10.1 && port 80 
   IP Address & Not Port ??   host 192.168.1.100 && not port 80 
   IP Address or IP Address   host 192.168.1.100 or host 192.168.1.101 
   TCP Basic Filter   tcp[13] = 2  /* 
   Zero Window Size WITHOUT a reset   tcp.window_size==0 && !(tcp.flags==0x14) && !(tcp.flags==0x04) 
 Also; 
 tcp.window_size==0 && !(tcp.flags.reset == 1) 
   All TCP external to 192.168.1.0/24   tcp and not (src net 192.168.1 && dst net 192.168.1) 
  Special Filters   HEADER 
   All Traffic no Broadcast or Multicast   not broadcast and not multicast 
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   Blaster Worm   dst port 135 and tcp port 135 and ip[2:2]==48 
   Welchia Worm   icmp[icmptype]==icmp-echo and ip[2:2]==92 and icmp[8:4]==0xAAAAAAAA 
   SIP TCP   tcp port sip 
   SIP UDP   udp port sip 
   SIP TCP & UPD   port sip 
   ?? VLAN 802.1Q   [vlan_id] 
   TCP FINAL   tcp[13] & 0x01 = 0x01 
   TCP SYN   tcp[13] & 0x02 = 0x02 
 Also; 
 tcp.flags.syn == 1 
 tcp.flags == 0x02 
 same alternate formats for all the flags 
   TCP RST   tcp[13] & 0x04 = 0x04 
   TCP All Flages   tcp[13] & 0x07 != 0 
   TCP PUSH   tcp-push 
   TCP URGENT   tcp-urg 

 

Berkeley Packet Filter (BPF) syntax 

The expression consists of one or more primitives. Primitives usually consist of an id (name or number) preceded by one or more qualifiers. There are three different 

kinds of qualifier: 

type 

qualifiers say what kind of thing the id name or number refers to. Possible types are host, net , port and portrange. E.g., `host foo', `net 128.3', `port 20', 

`portrange 6000-6008'. If there is no type qualifier, host is assumed. 

dir 

qualifiers specify a particular transfer direction to and/or from id. Possible directions are src, dst, src or dst and src and dst. E.g., `src foo', `dst net 128.3', 

`src or dst port ftp-data'. If there is no dir qualifier, src or dst is assumed. For some link layers, such as SLIP and the ``cooked'' Linux capture mode used 

for the ``any'' device and for some other device types, the inbound and outbound qualifiers can be used to specify a desired direction. 

proto 
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qualifiers restrict the match to a particular protocol. Possible protos are: ether, fddi, tr, wlan, ip, ip6, arp, rarp, decnet, tcp and udp. E.g., `ether src foo', 

`arp net 128.3', `tcp port 21', `udp portrange 7000-7009'. If there is no proto qualifier, all protocols consistent with the type are assumed. E.g., `src foo' means 

`(ip or arp or rarp) src foo' (except the latter is not legal syntax), `net bar' means `(ip or arp or rarp) net bar' and `port 53' means `(tcp or udp) port 53'. 

`fddi' is actually an alias for `ether'; the parser treats them identically as meaning ``the data link level used on the specified network interface.'' FDDI headers contain 

Ethernet-like source and destination addresses, and often contain Ethernet-like packet types, so you can filter on these FDDI fields just as with the analogous 

Ethernet fields. FDDI headers also contain other fields, but you cannot name them explicitly in a filter expression. 

Similarly, `tr' and `wlan' are aliases for `ether'; the previous paragraph's statements about FDDI headers also apply to Token Ring and 802.11 wireless LAN headers. 

For 802.11 headers, the destination address is the DA field and the source address is the SA field; the BSSID, RA, and TA fields aren't tested. 

In addition to the above, there are some special `primitive' keywords that don't follow the pattern: gateway, broadcast, less, greater and arithmetic expressions. All 

of these are described below. 

More complex filter expressions are built up by using the words and, or and not to combine primitives. E.g., `host foo and not port ftp and not port ftp-data'. To save 

typing, identical qualifier lists can be omitted. E.g., `tcp dst port ftp or ftp-data or domain' is exactly the same as `tcp dst port ftp or tcp dst port ftp-data or tcp dst port 

domain'. 

Allowable primitives are: 

dst host host 

True if the IPv4/v6 destination field of the packet is host, which may be either an address or a name. 

src host host 

True if the IPv4/v6 source field of the packet is host. 

host host 

True if either the IPv4/v6 source or destination of the packet is host. 

Any of the above host expressions can be prepended with the keywords, ip, arp, rarp, or ip6 as in: 

ip host host 
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which is equivalent to: 

ether proto \ip and host host 

If host is a name with multiple IP addresses, each address will be checked for a match. 

ether dst ehost 

True if the Ethernet destination address is ehost. Ehost may be either a name from /etc/ethers or a number (see ethers(5) for numeric format). 

ether src ehost 

True if the Ethernet source address is ehost. 

ether host ehost 

True if either the Ethernet source or destination address is ehost. 

gateway host 

True if the packet used host as a gateway. I.e., the Ethernet source or destination address was host but neither the IP source nor the IP destination 

was host. Host must be a name and must be found both by the machine's host-name-to-IP-address resolution mechanisms (host name file, DNS, NIS, etc.) 

and by the machine's host-name-to-Ethernet-address resolution mechanism (/etc/ethers, etc.). (An equivalent expression is 

ether host ehost and not host host 

which can be used with either names or numbers for host / ehost.) This syntax does not work in IPv6-enabled configuration at this moment. 

dst net net 

True if the IPv4/v6 destination address of the packet has a network number of net. Net may be either a name from the networks database (/etc/networks, 

etc.) or a network number. An IPv4 network number can be written as a dotted quad (e.g., 192.168.1.0), dotted triple (e.g., 192.168.1), dotted pair (e.g, 

172.16), or single number (e.g., 10); the netmask is 255.255.255.255 for a dotted quad (which means that it's really a host match), 255.255.255.0 for a 

dotted triple, 255.255.0.0 for a dotted pair, or 255.0.0.0 for a single number. An IPv6 network number must be written out fully; the netmask is ff:ff:ff:ff:ff:ff:ff:ff, 

so IPv6   network   matches are really always host matches, and a network match requires a netmask length. 

src net net 

True if the IPv4/v6 source address of the packet has a network number of net. 

net net 

True if either the IPv4/v6 source or destination address of the packet has a network number of net. 

http://biot.com/cgi-bin/man/man2html?5+ethers
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net net mask netmask 

True if the IPv4 address matches net with the specific netmask. May be qualified with src or dst. Note that this syntax is not valid for IPv6 net. 

net net/len 

True if the IPv4/v6 address matches net with a netmask len bits wide. May be qualified with src or dst. 

dst port port 

True if the packet is ip/tcp, ip/udp, ip6/tcp or ip6/udp and has a destination port value of port. The port can be a number or a name used in /etc/services 

(see tcp(7) and udp(7)). If a name is used, both the port number and protocol are checked. If a number or ambiguous name is used, only the port number is 

checked (e.g., dst port 513 will print both tcp/login traffic and udp/who traffic, and port domain will print both tcp/domain and udp/domain traffic). 

src port port 

True if the packet has a source port value of port. 

port port 

True if either the source or destination port of the packet is port. 

dst portrange port1-port2 

True if the packet is ip/tcp, ip/udp, ip6/tcp or ip6/udp and has a destination port value between port1 and port2. port1 and port2 are interpreted in the same 

fashion as the port parameter for port. 

src portrange port1-port2 

True if the packet has a source port value between port1 and port2. 

portrange port1-port2 

True if either the source or destination port of the packet is between port1 and port2. 

Any of the above port or port range expressions can be prepended with the keywords, tcp or udp, as in: 

tcp src port port 

which matches only tcp packets whose source port is port. 

less length 

True if the packet has a length less than or equal to length. This is equivalent to: 

len <= length. 
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greater length 

True if the packet has a length greater than or equal to length. This is equivalent to: 

len >= length. 

ip proto protocol 

True if the packet is an IPv4 packet (see ip(4P)) of protocol type protocol. Protocol can be a number or one of the 

names icmp, icmp6, igmp, igrp, pim, ah, esp, vrrp, udp, or tcp. Note that the identifiers tcp, udp, and icmp are also keywords and must be escaped via 

backslash (\), which is \\ in the C-shell. Note that this primitive does not chase the protocol header chain. 

ip6 proto protocol 

True if the packet is an IPv6 packet of protocol type protocol. Note that this primitive does not chase the protocol header chain. 

ip6 protochain protocol 

True if the packet is IPv6 packet, and contains protocol header with type protocol in its protocol header chain. For example, 

ip6 protochain 6 

matches any IPv6 packet with TCP protocol header in the protocol header chain. The packet may contain, for example, authentication header, routing 

header, or hop-by-hop option header, between IPv6 header and TCP header. The BPF code emitted by this primitive is complex and cannot be optimized 

by BPF optimizer code in tcpdump, so this can be somewhat slow. 

ip protochain protocol 

Equivalent to ip6 protochain protocol, but this is for IPv4. 

ether broadcast 

True if the packet is an Ethernet broadcast packet. The ether keyword is optional. 

ip broadcast 

True if the packet is an IPv4 broadcast packet. It checks for both the all-zeroes and all-ones broadcast conventions, and looks up the subnet mask on the 

interface on which the capture is being done. 

If the subnet mask of the interface on which the capture is being done is not available, either because the interface on which capture is being done has no 

netmask or because the capture is being done on the Linux   any   interface, which can capture on more than one interface, this check will not work correctly. 

ether multicast 
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True if the packet is an Ethernet multicast packet. The ether keyword is optional. This is shorthand for `ether[0] & 1 != 0'. 

ip multicast 

True if the packet is an IPv4 multicast packet. 

ip6 multicast 

True if the packet is an IPv6 multicast packet. 

ether proto protocol 

True if the packet is of ether type protocol. Protocol can be a number or one of the 

names ip, ip6, arp, rarp, atalk, aarp, decnet, sca, lat, mopdl, moprc, iso, stp, ipx, or netbeui. Note these identifiers are also keywords and must be 

escaped via backslash (\). 

[In the case of FDDI (e.g., `fddi protocol arp'), Token Ring (e.g., `tr protocol arp'), and IEEE 802.11 wireless LANS (e.g., `wlan protocol arp'), for most 

of those protocols, the protocol identification comes from the 802.2 Logical Link Control (LLC) header, which is usually layered on top of the FDDI, Token 

Ring, or 802.11 header. 

When filtering for most protocol identifiers on FDDI, Token Ring, or 802.11, tcpdump checks only the protocol ID field of an LLC header in so-called SNAP 

format with an Organizational Unit Identifier (OUI) of 0x000000, for encapsulated Ethernet; it doesn't check whether the packet is in SNAP format with an 

OUI of 0x000000. The exceptions are: 

iso 

tcpdump checks the DSAP (Destination Service Access Point) and SSAP (Source Service Access Point) fields of the LLC header; 

stp and netbeui 

tcpdump checks the DSAP of the LLC header; 

atalk 

tcpdump checks for a SNAP-format packet with an OUI of 0x080007 and the AppleTalk etype. 

In the case of Ethernet, tcpdump checks the Ethernet type field for most of those protocols. The exceptions are: 

iso, stp, and netbeui 

tcpdump checks for an 802.3 frame and then checks the LLC header as it does for FDDI, Token Ring, and 802.11; 

atalk 

tcpdump checks both for the AppleTalk etype in an Ethernet frame and for a SNAP-format packet as it does for FDDI, Token Ring, and 802.11; 

aarp 

tcpdump checks for the AppleTalk ARP etype in either an Ethernet frame or an 802.2 SNAP frame with an OUI of 0x000000; 

ipx 
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tcpdump checks for the IPX etype in an Ethernet frame, the IPX DSAP in the LLC header, the 802.3-with-no-LLC-header encapsulation of IPX, and the IPX 

etype in a SNAP frame. 

decnet src host 

True if the DECNET source address is host, which may be an address of the form ``10.123'', or a DECNET host name. [DECNET host name support is only 

available on ULTRIX systems that are configured to run DECNET.] 

decnet dst host 

True if the DECNET destination address is host. 

decnet host host 

True if either the DECNET source or destination address is host. 

ifname interface 

True if the packet was logged as coming from the specified interface (applies only to packets logged by OpenBSD's pf(4)). 

on interface 

Synonymous with the ifname modifier. 

rnr num 

True if the packet was logged as matching the specified PF rule number (applies only to packets logged by OpenBSD's pf(4)). 

rulenum num 

Synonymous with the rnr modifier. 

reason code 

True if the packet was logged with the specified PF reason code. The known codes are: match, bad-offset, fragment, short, normalize, 

and memory (applies only to packets logged by OpenBSD's pf(4)). 

rset name 

True if the packet was logged as matching the specified PF ruleset name of an anchored ruleset (applies only to packets logged by pf(4)). 

ruleset name 

Synonymous with the rset modifier. 

srnr num 

True if the packet was logged as matching the specified PF rule number of an anchored ruleset (applies only to packets logged by pf(4)). 

subrulenum num 

Synonymous with the srnr modifier. 

action act 
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True if PF took the specified action when the packet was logged. Known actions are: pass and block (applies only to packets logged by OpenBSD's pf(4)). 

ip, ip6, arp, rarp, atalk, aarp, decnet, iso, stp, ipx, netbeui 

Abbreviations for: 

ether proto p 

where p is one of the above protocols. 

lat, moprc, mopdl 

Abbreviations for: 

ether proto p 

where p is one of the above protocols. Note that tcpdump does not currently know how to parse these protocols. 

vlan [vlan_id] 

True if the packet is an IEEE 802.1Q VLAN packet. If [vlan_id] is specified, only true if the packet has the specified vlan_id. Note that the first vlan keyword 

encountered in expression changes the decoding offsets for the remainder of expression on the assumption that the packet is a VLAN packet. 

Thevlan [vlan_id] expression may be used more than once, to filter on VLAN hierarchies. Each use of that expression increments the filter offsets by 4. 

For example: 

vlan 100 && vlan 200 

filters on VLAN 200 encapsulated within VLAN 100, and 

vlan && vlan 300 && ip 

filters IPv4 protocols encapsulated in VLAN 300 encapsulated within any higher order VLAN. 

mpls [label_num] 
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True if the packet is an MPLS packet. If [label_num] is specified, only true is the packet has the specified label_num. Note that the first mpls keyword 

encountered in expression changes the decoding offsets for the remainder of expression on the assumption that the packet is a MPLS-encapsulated IP 

packet. The mpls [label_num] expression may be used more than once, to filter on MPLS hierarchies. Each use of that expression increments the filter 

offsets by 4. 

For example: 

mpls 100000 && mpls 1024 

filters packets with an outer label of 100000 and an inner label of 1024, and 

mpls && mpls 1024 && host 192.9.200.1 

filters packets to or from 192.9.200.1 with an inner label of 1024 and any outer label. 

pppoed 

True if the packet is a PPP-over-Ethernet Discovery packet (Ethernet type 0x8863). 

pppoes 

True if the packet is a PPP-over-Ethernet Session packet (Ethernet type 0x8864). Note that the first pppoes keyword encountered in expression changes 

the decoding offsets for the remainder of expression on the assumption that the packet is a PPPoE session packet. 

For example: 

pppoes && ip 

filters IPv4 protocols encapsulated in PPPoE. 

tcp, udp, icmp 

Abbreviations for: 

ip proto p or ip6 proto p 
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where p is one of the above protocols. 

iso proto protocol 

True if the packet is an OSI packet of protocol type protocol. Protocol can be a number or one of the names clnp, esis, or isis. 

clnp, esis, isis 

Abbreviations for: 

iso proto p 

where p is one of the above protocols. 

l1, l2, iih, lsp, snp, csnp, psnp 

Abbreviations for IS-IS PDU types. 

vpi n 

True if the packet is an ATM packet, for SunATM on Solaris, with a virtual path identifier of n. 

vci n 

True if the packet is an ATM packet, for SunATM on Solaris, with a virtual channel identifier of n. 

lane 

True if the packet is an ATM packet, for SunATM on Solaris, and is an ATM LANE packet. Note that the first lane keyword encountered in expression changes 

the tests done in the remainder of expression on the assumption that the packet is either a LANE emulated Ethernet packet or a LANE LE Control packet. 

If lane isn't specified, the tests are done under the assumption that the packet is an LLC-encapsulated packet. 

llc 

True if the packet is an ATM packet, for SunATM on Solaris, and is an LLC-encapsulated packet. 

oamf4s 

True if the packet is an ATM packet, for SunATM on Solaris, and is a segment OAM F4 flow cell (VPI=0 & VCI=3). 

oamf4e 

True if the packet is an ATM packet, for SunATM on Solaris, and is an end-to-end OAM F4 flow cell (VPI=0 & VCI=4). 

oamf4 

True if the packet is an ATM packet, for SunATM on Solaris, and is a segment or end-to-end OAM F4 flow cell (VPI=0 & (VCI=3 | VCI=4)). 

oam 

True if the packet is an ATM packet, for SunATM on Solaris, and is a segment or end-to-end OAM F4 flow cell (VPI=0 & (VCI=3 | VCI=4)). 
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metac 

True if the packet is an ATM packet, for SunATM on Solaris, and is on a meta signaling circuit (VPI=0 & VCI=1). 

bcc 

True if the packet is an ATM packet, for SunATM on Solaris, and is on a broadcast signaling circuit (VPI=0 & VCI=2). 

sc 

True if the packet is an ATM packet, for SunATM on Solaris, and is on a signaling circuit (VPI=0 & VCI=5). 

ilmic 

True if the packet is an ATM packet, for SunATM on Solaris, and is on an ILMI circuit (VPI=0 & VCI=16). 

connectmsg 

True if the packet is an ATM packet, for SunATM on Solaris, and is on a signaling circuit and is a Q.2931 Setup, Call Proceeding, Connect, Connect Ack, 

Release, or Release Done message. 

metaconnect 

True if the packet is an ATM packet, for SunATM on Solaris, and is on a meta signaling circuit and is a Q.2931 Setup, Call Proceeding, Connect, Release, 

or Release Done message. 

expr relop expr 

True if the relation holds, where relop is one of >, <, >=, <=, =, !=, and expr is an arithmetic expression composed of integer constants (expressed in standard 

C syntax), the normal binary operators [+, -, *, /, &, |, <<, >>], a length operator, and special packet data accessors. Note that all comparisons are unsigned, 

so that, for example, 0x80000000 and 0xffffffff are > 0. To access data inside the packet, use the following syntax: 

proto [ expr : size ] 

Proto is one of ether, fddi, tr, wlan, ppp, slip, link, ip, arp, rarp, tcp, udp, icmp, ip6 or radio, and indicates the protocol layer for the index operation. 

(ether, fddi, wlan, tr, ppp, slip and link all refer to the link layer. radio refers to the   radio header   added to some 802.11 captures.) Note that tcp, udp and 

other upper-layer protocol types only apply to IPv4, not IPv6 (this will be fixed in the future). The byte offset, relative to the indicated protocol layer, is given 

by expr. Size is optional and indicates the number of bytes in the field of interest; it can be either one, two, or four, and defaults to one. The length operator, 

indicated by the keyword len, gives the length of the packet. 
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For example, `ether[0] & 1 != 0' catches all multicast traffic. The expression `ip[0] & 0xf != 5' catches all IPv4 packets with options. The expression `ip[6:2] 

& 0x1fff = 0' catches only unfragmented IPv4 datagrams and frag zero of fragmented IPv4 datagrams. This check is implicitly applied to the tcp and 

udp index operations. For instance, tcp[0] always means the first byte of the TCP header, and never means the first byte of an intervening fragment. 

Some offsets and field values may be expressed as names rather than as numeric values. The following protocol header field offsets are 

available: icmptype (ICMP type field), icmpcode (ICMP code field), and tcpflags (TCP flags field). 

The following ICMP type field values are available: icmp-echoreply, icmp-unreach, icmp-sourcequench, icmp-redirect, icmp-echo, icmp-

routeradvert, icmp-routersolicit, icmp-timxceed, icmp-paramprob, icmp-tstamp, icmp-tstampreply, icmp-ireq, icmp-ireqreply, icmp-

maskreq, icmp-maskreply. 

The following TCP flags field values are available: tcp-fin, tcp-syn, tcp-rst, tcp-push, tcp-ack, tcp-urg. 

Primitives may be combined using: 

A parenthesized group of primitives and operators (parentheses are special to the Shell and must be escaped). 

Negation (`!' or `not'). 

Concatenation (`&&' or `and'). 

Alternation (`||' or `or'). 

Negation has highest precedence. Alternation and concatenation have equal precedence and associate left to right. Note that explicit and tokens, not juxtaposition, 

are now required for concatenation. 

If an identifier is given without a keyword, the most recent keyword is assumed. For example, 

not host vs and ace 

is short for 
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not host vs and host ace 

which should not be confused with 

not ( host vs or ace ) 

Expression arguments can be passed to tcpdump as either a single argument or as multiple arguments, whichever is more convenient. Generally, if the expression 

contains Shell metacharacters, it is easier to pass it as a single, quoted argument. Multiple arguments are concatenated with spaces before being parsed.   
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BPF EXAMPLES 

To capture all packets arriving at or departing from sundown: 

host sundown 

To capture traffic between helios and either hot or ace: 

host helios and \( hot or ace \) 

To capture all IP packets between ace and any host except helios: 

ip host ace and not helios 

To capture all traffic between local hosts and hosts at Berkeley: 

net ucb-ether 

To capture all ftp traffic through internet gateway snup: (note that the expression is quoted to prevent the shell from (mis-)interpreting the parentheses): 

gateway snup and (port ftp or ftp-data) 

To capture traffic neither sourced from nor destined for local hosts (if you gateway to one other net, this stuff should never make it onto your local net). 
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ip and not net localnet 

To capture the start and end packets (the SYN and FIN packets) of each TCP conversation that involves a non-local host. 

tcp[tcpflags] & (tcp-syn|tcp-fin) != 0 and not src and dst net localnet 

To capture all IPv4 HTTP packets to and from port 80, i.e. print only packets that contain data, not, for example, SYN and FIN packets and ACK-only packets. (IPv6 

is left as an exercise for the reader.) 

tcp port 80 and (((ip[2:2] - ((ip[0]&0xf)<<2)) - ((tcp[12]&0xf0)>>2)) != 0) 

To capture IP packets longer than 576 bytes sent through gateway snup: 

gateway snup and ip[2:2] > 576 

To capture IP broadcast or multicast packets that were not sent via Ethernet broadcast or multicast: 

ether[0] & 1 = 0 and ip[16] >= 224 

To capture all ICMP packets that are not echo requests/replies (i.e., not ping packets): 

icmp[icmptype] != icmp-echo and icmp[icmptype] != icmp-echoreply  
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B P F  F ILT ER S  

DSCP EF ip[1] & 0xfc == 0xb8 

 

Expression Meaning 

========== ======= 

[x:y]  start at offset x from the beginning of packet and read y bytes 

[x]  abbreviation for [x:1] 

proto[x:y] start at offset x into the proto header and read y bytes 

 

p[x:y] & z = 0 p[x:y] has none of the bits selected by z 

p[x:y] & z != 0 p[x:y] has any  of the bits selected by z 

p[x:y] & z = z p[x:y] has all  of the bits selected by z 

p[x:y] = z p[x:y] has only    the bits selected by z 

 

the usual rules about operator precedence apply; nesting things inside brackets 

is probably a good plan. you'll probably want to put the filter into a file or 

at least single-quote it on the commandline to stop the shell from interpreting 

the metacharacters. !([:])& 

 

INT E R ES T ING  P A RT S  OF  A  P A CKE T 

============================= 

ip[0] & 0xf0  high nibble: IP version. almost always 4 

ip[0] & 0x0f  low nibble: header length in 4octet words. should be 5 

ip[1]   type of service/QoS/DiffServ 

ip[2:2]   total length of datagram in octets 

ip[4:2]   IP ID number 

ip[6] & 0x80  reserved bit (possibly used for ECN) 

ip[6] & 0x40  DF bit 

ip[6] & 0x20  MF bit 

ip[6:2] & 0x1fff fragment offset (number of 8octet blocks) 
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ip[8]   ttl 

ip[9]   protocol 

ip[10:2]  header checksum 

ip[12:4]  source IP 

ip[16:4]  destination IP 

ip[20..60]  there better not be any options in here... 

 

INT E R ES T ING  P A RT S  OF  A N ICM P  M ES S AG E  

==================================== 

icmp[0]   type 

icmp[1]   code 

icmp[2:2]  checksum 

icmp[4...]  payload 

 

INT E R ES T ING  P A RT S  OF  A  UDP  HE A DE R 

================================= 

udp[0:2]  source port 

udp[2:2]  destination port 

udp[4:2]  datagram length 

udp[6:2]  UDP checksum 

 

INT E R ES T ING  P A RT S  OF  A  T CP  HE A DER 

================================= 

tcp[0:2]  source port 

tcp[2:2]  destination port 

tcp[4:4]  sequence number 

tcp[8:4]  acknowledgement number 

tcp[12]   header length 

tcp[13]   tcp flags 

tcp[14:2]  window size 

tcp[16:2]  checksum 
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tcp[18:2]  urgent pointer 

tcp[20..60]  options or data 

 

Flags  Numerically    Meaning 

=====  ===========    ======= 

---- --S- 0000 0010 = 0x02   normal syn 

---A --S- 0001 0010 = 0x12   normal syn-ack 

---A ---- 0001 0000 = 0x10   normal ack 

--UA P--- 0011 1000 = 0x38   psh-urg-ack. interactive stuff like ssh 

---A -R-- 0001 0100 = 0x14   rst-ack. it happens. 

---- --SF 0000 0011 = 0x03   syn-fin scan 

--U- P--F 0010 1001 = 0x29   urg-psh-fin. nmap fingerprint packet 

-Y-- ---- 0100 0000 = 0x40   anything >= 0x40 has a reserved bit set 

XY-- ---- 1100 0000 = 0xC0   both reserved bits set 

XYUA PRSF 1111 1111 = 0xFF   FULL_XMAS scan 

 

ICM P  T YP E S  A ND CO DES  

==================== 

0 ECHOREPLY 

3 UNREACHABLE 

3:0 NET 

3:1 HOST 

3:2 PROTOCOL 

3:3 PORT 

3:4 NEEDFRAG 

3:5 SRC_ROUTE_FAILED  

3:6 NET_UNKNOWN 

3:7 HOST_UNKNOWN 

3:8 SRC_HOST_ISOLATED 

3:9 NET_PROHIB 

3:10 HOST_PROHIB 

3:11 BAD_TOS_FOR_NET 

3:12 BAD_TOS_FOR_HOST 

3:13 FILTER_PROHIB 

3:14 HOST_PRECEDENCE_VIOLATION 

3:15 PRECEDENCE_CUTOFF 
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4 SOURCEQUENCH 

5 REDIRECT 

5:0 NET 

5:1 HOST 

5:2 TOSNET 

5:3 TOSHOST 

8 ECHO 

9 ROUTERADVERT 

10 ROUTERSOLICIT 

11 TIME_EXCEEDED 

11:0 IN_TRANSIT 

11:1 DURING_FRAG_REASSEMBLY 

12 PARAMETER_PROBLEM 

12:1 MISSING_OPT_FOR_REQUEST 

13 TSTAMP_REQ 

14 TSTAMP_REPLY 

15 INFO_REQ 

16 INFO_REPLY 

17 NETMASK_REQ  

18 NETMASK_REPLY 

 

 

Examples 

-------- 

is SYN. nothing else. 

 tcp[13] = 0x02 

 

contains SYN. we don't care what else... 

 (tcp[13] & 0x02) != 0 

 

is some kind of SYN-FIN. Bad news 

 (tcp[13] & 0x03) = 3 

 

land attack 

 ip[12:4] = ip[16:4] 

 

winnuke 

 (tcp[2:2] = 139) && (tcp[13] & 0x20 != 0) && (tcp[19] & 0x01 = 1) 
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things other than ACK/PSH 

 (tcp[13] & 0xe7) != 0 

 

initial fragments 

 (ip[6] & 0x20 != 0) && (ip[6:2] & 0x1fff = 0) 

 

intervening fragments 

 (ip[6] & 0x20 != 0) && (ip[6:2] & 0x1fff != 0) 

 

terminal fragments 

 (ip[6] & 0x20 = 0) && (ip[6:2] & 0x1fff != 0) 

 

has ip options (or is truncated, or is just some sort of freak...) 

 (ip[0] & 0x0f) != 5 

 

ping o' death and its ilk (any oversized IP-transported data...) 

 ((ip[6] & 0x20 = 0) && (ip[6:2] & 0x1fff != 0)) && \ 

 ((65535 < (ip[2:2] + 8*(ip[6:2] & 0x1fff)) 

 

 

CO M M O N F ILT ER S  

ip IP 

arp arp 

tcp tcp 

udp udp 

icmp icmp 

ip multicast IP Multicast 

ether multicast Ethernet Multicast 
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IP  F ILT ER S  

ip[0] & 0x0f low nibble: header length in 4octet words. should be 5 

ip[1] type of service/QoS/DiffServ 

ip[2:2] total length of datagram in octets 

ip[4:2] IP ID number 

ip[6] & 0x80 reserved bit (possibly used for ECN) 

ip[6] & 0x40 DF bit 

ip[6] & 0x20 MF bit 

ip[6:2] & 0x1fff fragment offset (number of 8octet blocks) 

ip[8] ttl 

ip[9] protocol 

ip[10:2] header checksum 

ip[12:4] source IP 

ip[16:4] destination IP 

Samples  

(ip[12:4] = ip[16:4]) Src IP = Dest IP (land attack) 

ip[0] & 0xf0 high nibble: IP version. almost always 4 

(ip[0] & 0xf0 != 0x40) IP versions !=4 

(ip[0:1] & 0x0f > 5) IP with options set 

(ip[19] = 0xff) Broadcasts to x.x.x.255 

(ip[19] = 0x00) Broadcasts to x.x.x.0 

(ip and ip[1] & 0xfc == 0xb8) search for EF in DSCP 

(ip and ip[1] & 0xfc == 0x28) search for AF11 in DSCP 

(ip and ip[1] & 0xfc != 0x00) search for DCSP Packets != 0 

(ip[6] & 0x20 != 0) && (ip[6:2] & 0x1fff = 0) initial fragments 

(ip[6] & 0x20 != 0) && (ip[6:2] & 0x1fff != 0) intervening fragments 
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(ip[6] & 0x20 = 0) && (ip[6:2] & 0x1fff != 0) terminal fragments 

(ip[0] & 0x0f) != 5 has ip options (or is truncated, or is just some sort of freak...) 

ip[8] < 5 short TTL value 

ip[6] = 32 MF set 

iip[2:2] > 999 IP Packet greater then 999 
 

 

 

ICM P  F ILT ER S  

icmp[0] type 

icmp[1] code 

icmp[2:2] checksum 

Samples  

icmp[0]=0x# all Packets with ICMP Type 

icmp[0]=0x# and icmp[1]=0x# all Packets with ICMP Type X and Code = Y 

icmp[0]=8 ICMP Request Messages 

icmp[8]=0 ICMP Request Replay 

icmp[0]=0x11 ICMP Address Mask Request 

icmp[0]=0x12 ICMP Address Mask Replay 

icmp[0]=11 and icmp[1]=0 ICMP Time Exeedet 

icmp[0]=3 and icmp[1]=4 ICMP Time Exeedet 

icmp[0]=8 and ip[2:2] > 64 Large ICMP Packets 
 

 

 

T CP  F ILTE RS  

tcp[0:2] source port 

tcp[2:2] destination port 
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tcp[4:4] sequence number 

tcp[8:4] ack number 

tcp[12] header length 

tcp[13] tcp flags 
 ---- --S-       0000 0010 = 0x02   normal syn 

 ---A --S-       0001 0010 = 0x12   normal syn-ack 

 ---A ----       0001 0000 = 0x10   normal ack 

 --UA P---       0011 1000 = 0x38   psh-urg-ack. interactive stuff like ssh 

 ---A -R--       0001 0100 = 0x14   rst-ack. it happens. 

 ---- --SF       0000 0011 = 0x03   syn-fin scan 

 --U- P--F       0010 1001 = 0x29   urg-psh-fin. nmap fingerprint packet 

 -Y-- ----       0100 0000 = 0x40   anything >= 0x40 has a reserved bit set 

 XY-- ----       1100 0000 = 0xC0   both reserved bits set 

 XYUA PRSF       1111 1111 = 0xFF   FULL_XMAS scan 

tcp[14:2] window size 

tcp[16:2] checksumt 

tcp[18:2] urgent pointer 
S A M P LE S 

 

tcp[13] = 0x02 is SYN. nothing else. 

(tcp[13] & 0x02) != 0 contains SYN. we don't care what else... 

(tcp[13] & 0x03) = 3 is some kind of SYN-FIN. realy Bad 
 winnuke (not tested) 

tcp[20:4] = 0x47455420 GET in request 
 

 

 

UDP  F ILT ER S  

udp[0:2] source port 



 

https://gearbit.com 

31 
 

udp[2:2] destination port 

udp[4:2] datagram length 

udp[6:2] UDP checksum 
 

 

 

P R O TO CO LS  

ip[9] == 8 EGP 

ip[9] == 9 IGP 

ip[9] == 88 EIRGP 

ip[9] == 50 ESP 

ip[9] == 51 AH 

ip[9] == 89 OSPF 

ip[9] == 124 ISIS 
 other, see /etc/protocols 

 

 

 

R O UT ING  PR O T O CO LS  

(udp and port 520) or (host 224.0.0.9) RIP 1 + 2 

tcp and port 179 BGP 

ip[9] == 8 EGP 

ip[9] == 9 IGP 

ip[9] == 88 EIRGP 

ip[9] == 89 OSPF 

ip[9] == 124 ISIS 
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E T HE R  F ILT ER S  

ether[20:2] == 0x2000 CDP pakets 

ether[12:2] == 0x0806 ARP pakets 
 

 

 

IP V6  

ip6 filters native IPv6 traffic (including ICMPv6) 

icmp6 filters native ICMPv6 traffic 

proto ipv6 filters tunneled IPv6-in-IPv4 traffic 
T CP 

 

ip6 and (ip6[6] == 0x06) IPv6 TCP 

ip6 and (ip6[6] == 0x06) and (ip6[53] == 

0x02) 
IPv6 TCP Syn 

ip6 and (ip6[6] == 0x06) and (ip6[53] == 

0x10) 
IPv6 TCP ACK 

ip6 and (ip6[6] == 0x06) and (ip6[53] == 

0x12) 
IPv6 TCP Syn/ACK 

UDP  
 

ip6 and (ip6[6] == 0x11) IPv6 TCP 
ICM P  
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(ip6[6] == 0x3a) ICMP v6 

(ip6[6] == 0x3a) and (ip6[40] == 0x01) ipv6 and type 1 Dest Unreachable 

(ip6[6] == 0x3a) and (ip6[40] == 0x02) ipv6 and type 2 Packet too big 

(ip6[6] == 0x3a) and (ip6[40] == 0x03) ipv6 and type 3 Time Exeedet 

(ip6[6] == 0x3a) and (ip6[40] == 0x04) ipv6 and type 4 Parameter Problem 

(ip6[6] == 0x3a) and (ip6[40] == 0x80) ipv6 and type 128 Echo Request 

(ip6[6] == 0x3a) and (ip6[40] == 0x81) ipv6 and type 129 Echo Reply 

(ip6[6] == 0x3a) and (ip6[40] == 0x86) ipv6 and type 133 Router Solicitation 

(ip6[6] == 0x3a) and (ip6[40] == 0x87) ipv6 and type 134 Router Advertisement 

(ip6[6] == 0x3a) and (ip6[40] == 0x88) ipv6 and type 135 Neighbor Solicitation 

(ip6[6] == 0x3a) and (ip6[40] == 0x89) ipv6 and type 136 Neighbor Advertisement 
 

 

 

M Y  F ILTE RS  

tcpdump 'ether[0] & 1 = 0 and ip[16] >= 224' IP broadcast or multicast packets that were not sent via ethernet broadcast or multicast: 
 

 

 

 

 

 

IP  B YT E  O FF SE TS  

 

 

ip[0] & 0x0f  - protocol version 

ip[0] & 0xf0  - protocol options 

ip[0] & 0xff00  - internet header length 

ip[1]   - TOS 

ip[2:2]   - Total length 

ip[4:2]   - IP identification 
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ip[6] & 0xa  - IP flags 

ip[6:2] & 0x1fff  - fragment offset area 

ip[8]   - TTL 

ip[9]   - protocol field 

ip[10:2]  - header checksum 

ip[12:4]  - src IP address 

ip[16:4]  - dst IP address 

ip[20:3]  - options 

ip[24]   - padding 

 

Src IP = Dest IP (land attack) 

(ip[12:4] = ip[16:4]) 

 

IP versions !=4 

(ip[0] & 0xf0 != 0x40) 

 

IP with options set: 

(ip[0:1] & 0x0f > 5) 

 

Broadcasts to x.x.x.255: 

(ip[19] = 0xff) 

 

Broadcasts to x.x.x.0 

(ip[19] = 0x00) 

 

 

TCP byte offsets, including anomalous TCP flag settings. 

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 

 

tcp[0:2]  - src port 

tcp[2:2]  - dst port 

tcp[4:4]  - seq number 

tcp[8:4]  - ack number 

tcp[12] & 0x00ff - data offset 

tcp[12] & 0xff00 - reserved 

tcp[13]   - tcp flags 

 

tcp[13] & 0x3f = 0 - no flags set (null packet) 

tcp[13] & 0x11 = 1 - FIN set and ACK not set 
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tcp[13] & 0x03 = 3 - SYN set and FIN set 

tcp[13] & 0x05 = 5 - RST set and FIN set 

tcp[13] & 0x06 = 6 - SYN set and RST set 

tcp[13] & 0x18 = 8 - PSH set and ACK not set 

tcp[13] & 0x30 = 0x20 - URG set and ACK not set 

tcp[13] & 0xc0 != 0 - >= one of the reserved bits of tcp[13] is set 

 

tcp[14:2]  - window 

tcp[16:2]  - checksum 

tcp[18:2]  - urgent pointer 

tcp[20:3]  - options 

tcp[23]   - padding 

tcp[24]   - data 

 

UDP  

UDP byte offsets, header only 

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ 

 

udp[0:2]  - src port 

udp[2:2]  - dst port 

udp[4:2]  - length 

udp[6:2]  - checksum 

udp[8:4]  - first 4 octets of data 

 

Crafted packets with impossible UDP lengths: 

udp[4:2] < 0) or (udp[4:2] > 1500 

 

 

ICM P  

 

icmp[0]   - type 

icmp[1]   - code 

icmp[3:2]  - checksum 

 



 

https://gearbit.com 

36 
 

Destination Unreachable: 

icmp[0] = 0x3 (3)  

 

icmp[4:4]  - unused (per RFC] 

icmp[8:4]  - internet header + 64 bits original data 

icmp[1]   - 0 = net unreachable; 

   - 1 = host unreachable; 

   - 2 = protocol unreachable; 

   - 3 = port unreachable; 

   - 4 = fragmentation needed and DF set; 

   - 5 = source route failed. 

 

Time Exceeded: 

icmp[0] = 0xB (11)  

 

icmp[4:4]  - unused (per RFC] 

icmp[8:4]  - internet header + 64 bits original data 

icmp[1]   - 0 = TTL exceeded intransit 

   - 1 = fragment reassembly time exceeded 

 

Parameter Problem: 

icmp[0] = 0xC (12)  

 

icmp[1]   - 0 = pointer indicates error 

icmp[4]   - pointer  

icmp[5:3]  - unused, per RFC 

icmp[8:4]  - internet header + 64 bits original data 

 

 

Source Quench: 

icmp[0] = 0x4 (4) 

 

icmp[1]   - 0 = may be received by gateway or host 

icmp[4:4]  - unused, per RFC 

icmp[8:4]  - internet header + 64 bits original data 

 

Redirect Message: 

icmp[0] = 0x5 (5) 
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icmp[1]   - 0 = redirect for network 

   - 1 = redirect for host 

   - 2 = redirect for TOS & network 

   - 3 = redirect for TOS & host 

icmp[4:4]  - gateway internet address 

icmp[8:4]  - internet header + 64 bits original data 

 

Echo/Echo Reply: 

icmp[0] = 0x0 (0) (echo reply) 

icmp[0] = 0x8 (8) (echo request) 

 

icmp[4:2]  - identifier 

icmp[6:2]  - sequence number 

icmp[8]   - data begins 

   

Timestamp/Timestamp Reply: 

icmp[0] = 0xD (13) (timestamp request) 

icmp[0] = 0xE (14) (timestamp reply) 

 

icmp[1]   - 0 

icmp[4:2]  - identifier 

icmp[6:2]  - sequence number 

icmp[8:4]  - originate timestamp 

icmp[12:4]  - receive timestamp 

icmp[16:4]  - transmit timestamp  

 

Information Request/Reply: 

icmp[0] = 0xF (15) (info request) 

icmp[0] = 0x10  (16) (info reply) 

 

icmp[1]   - 0 

icmp[4:2]  - identifier 

icmp[6:2]  - sequence number 

 

Address Mask Request/Reply: 

icmp[0] = 0x11 (11) (address mask request) 

icmp[0] = 0x12 (12) (address mask reply) 
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Sources: 

 

RFC768,   User Datagram Protocol Specification   

RFC791,   Internet Protocol Specification   

RFC792,   Internet Control Message Protocol Specification   

RFC793,   Transmission Control Protocol   

filter files from SHADOW-1.8 source distribution 

man pages for tcpdump 

  TCP/IP and tcpdump Pocket Reference Guide  , SANS 

 

 

T CP 

#  

# filter ssh 

tcp[(tcp[12]>>2):4] = 0x5353482D && (tcp[((tcp[12]>>2)+4):2] = 0x312E || \ 

 tcp[((tcp[12]>>2)+4):2] = 0x322E) 

 

# filter   combine   rlogin 

(tcp[(ip[2:2]-((ip[0]&0x0f)<<2))-1]=0) && \ 

 ((ip[2:2]-((ip[0]&0x0f)<<2) - (tcp[12]>>2)) != 0) && \ 

 ((ip[2:2]-((ip[0]&0x0f)<<2) - (tcp[12]>>2)) <= 128) 

 

# filter ftp 

tcp[(tcp[12]>>2):4] = 0x3232302d || tcp[(tcp[12]>>2):4] = 0x32323020 

 

# URG set and ACK not set 

tcp[13] & 0x30 = 0x20  

 

# IMAP service exploit  

tcp && (tcp[13] & 2 != 0) && (dst port 143) 

 

# filter root backdoor 

tcp[(tcp[12]>>2):2] = 0x2320 && \ 
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 (ip[2:2] - ((ip[0]&0x0f)<<2) - (tcp[12]>>2)) == 2 

 

# RST set and FIN set 

tcp[13] & 0x05 = 5  

 

# filter out napster 

((ip[2:2] - ((ip[0]&0x0f)<<2) - (tcp[12]>>2)) = 4 && \ 

 tcp[(tcp[12]>>2):4] = 0x53454e44) || \ 

 ((ip[2:2] - ((ip[0]&0x0f)<<2) - (tcp[12]>>2)) = 3 && \ 

 tcp[(tcp[12]>>2):2] = 0x4745 && tcp[(tcp[12]>>2)+2]=0x54) 

 

T E LNE T   

tcp[2:2] = 23 

# again telnet but beter... 

(tcp[(tcp[12]>>2):2] > 0xfffa) && (tcp[(tcp[12]>>2):2] < 0xffff) 

 

# attempted ftp connection to other hosts on the network than the ftp server 

dst net 82.48.9.1/22 && dst port 21 \ 

 && (tcp[13] & 0x3f = 2) && !(dst host ftp.bla.org) 

 

# attempts to include data on the initial SYN. 

tcp[13] & 0xff = 2 && \ 

 (ip[2:2] - ((ip[0] & 0x0f) * 4) - ((tcp[12] & 0xf0) / 4)) != 0 

 

# active open (syn set without ack) 

(tcp[13] & 0x12 < 16) 

 

# winnuke DOS attack 

(tcp[2:2] = 139) && (tcp[13] & 0x20 != 0) && (tcp[19] & 0x01 = 1) 

 

# destination port less than 1024 

tcp[2:2] < 1024 

 

# SYN set and FIN set 

tcp[13] & 0x03 = 3 
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# one of the reserved bits of tcp[13] is set 

tcp[13] & 0xc0 != 0  

 

# DNS zone transfer 

tcp && dst port 53  

 

# active open connection, syn is set, ack is not 

tcp[13] & 0x12 = 2 

 

# X11 ports 

(tcp[2:2] >= 6000) && (tcp[2:2] < 7000) 

 

# TCP port 6667 with ACK flag set and payload starting at byte 12  

# that does not include the asciiwords   PING  ,   PONG  ,   JOIN  , or   QUIT  . 

(tcp[13] & 0x10 = 1) && (tcp[0:2]=6667 || tcp[2:2]=6667) \ 

 && (not ip[32:4] = 1346981447 || not ip[32:4] = 1347374663 \ 

 || not ip[32:4] = 1246710094 || not ip[32:4] = 1364543828) 

 

# except ack push 

(tcp[13] & 0xe7) != 0 

 

# all packets with the PUSH flag set 

tcp[13] & 8 != 0 

 

# all packets with the RST flag set 

tcp[13] & 4 != 0 

 

# filter out gnutella 

tcp[(tcp[12]>>2):4] = 0x474e5554 && \ 

 tcp[(4+(tcp[12]>>2)):4] = 0x454c4c41 && tcp[8+(tcp[12]>>2)] = 0x20 

 

# catch default hping 2 pings 

tcp [3] = 0 && tcp[13] = 0  

 

# FIN set and ACK not set 

tcp[13] & 0x11 = 1        

 

# null scan filter with no flags set 

tcp[13] = 0 
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# could also be written as 

tcp[13] & 0xff = 0 

 

# no flags set, null packet 

tcp[13] & 0x3f = 0 

 

# syn-fyn  

tcp[13] = 3 

 

# syn-fyn both flags set 

(tcp[13] & 0x03) = 3 

 

# only syn.. 

tcp[13] & 0x02) != 0 

 

# reserved bits set 

tcp[14] >= 64 

 

# incomming http requests  

(tcp[13:1]&18 = 2) && (port 80) && (ip dst 192.168.1.40) 

 

# broadcasts x.x.x.255 

ip[19] = 0xff 

 

# broadcasts x.x.x.0 

ip[19] = 0x00 

 

# Incomming SYN packets 

tcp && (tcp[13] & 0x02 != 0) && \ 

 (tcp[13] & 0x10 = 0) && (not dst port 53) && \ 

 (not dst port 80) && (not dst port 25) && (not dst port 21) 

 

S M B 

dst port 139 && tcp[13:1] & 18 = 2 

 

# ACK flag set, ack value is ZERO. Not normal for three-way handshake. 
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# Possible capture of NMAP(1) os fingerprinting. 

tcp[13] & 0xff = 0x10 && tcp[8:4] = 0  

# high-order reserved bits should be ZERO. NMAP(1) sometimes sets the  

# bit that is in the 64 position for os fingerprinting. 

tcp[13] >= 64 

 

# SYN set and RST set 

tcp[13] & 0x06 = 6  

 

# PSH set and ACK not set 

tcp[13] & 0x18 = 8  

 

# Some filters combined for a general [catch [[bad]] events filter] 

(tcp && (tcp[13] & 3 != 0) && ((dst port 143) || \ 

 (dst port 111) || (tcp[13] & 3 != 0 && tcp[13] & 0x10 = 0 && \ 

 dst net 172.16 && dst port 1080) || \ 

 (dst port 512 || dst port 513 || dst port 514) || \ 

 ((ip[19] = 0xff) && not (net 172.16/16 || net 192.168/16)) || \ 

 (ip[12:4] = ip[16:4]))) || (not tcp && igrp && not dst port 520 && \ 

 ((dst port 111) || (udp port 2049) || ((ip[19] = 0xff) && \ 

 not (net 172.16/16 || net 192.168/16)) || (ip[12:4] = ip[16:4]))) 

 

R IP  INF O 

-s 1024 port routed 

 

# in/out going fragmentation attack 

tcp && ip[6:2]&16383 != 0 

 

####### 

IP  

#  

# all packets with more than 20 bytes of payload 

(ip[2:2] - ((ip[0]&0x0f)<<2) - (tcp[12]>>2)) <= 20 

 



 

https://gearbit.com 

43 
 

# ping of death attack 

((ip[6] & 0x20 = 0) && (ip[6:2] & 0x1fff != 0)) && \ 

 ((65535 < (ip[2:2] + 8 * (ip[6:2] & 0x1fff)) 

 

# more fragments bit is not set [but] the fragment offset is not zero 

((ip[6:1] & 0x20 = 0) && (ip[6:2] & 0x1fff != 0)) 

 

# any packet with a header more than 20 bytes. 

ip[0] & 0x0f  > 5 

 

# any packet with more fragments set 

ip[6] & 0x20 !=0 

 

# packets with TTL's less than 5 

ip[8] < 5 

 

# source ip equal to destination ip [classic land attack] 

ip[12:4] = ip[16:4] 

 

# another, land attack 

(tcp[0:2] = tcp[2:2]) && (ip[12:4] = ip[16:4]) 

 

# IP options 

(ip[0] & 0x0f) != 5 

 

# broadcasts to xxx.xxx.xxx.255 || xxx.xxx.xxx.0 

(ip[19]=0xff) || (ip[19]=0x00) 

 

# fragmented packet with zero offset  

ip[6:2] & 0x1fff = 0 

 

# and more fragments [terminal] 

(ip[6] & 0x20 = 0) && (ip[6:2] & 0x1fff != 0) 

 

# and even more fragments [intervening] 

(ip[6] & 0x20 != 0) && (ip[6:2] & 0x1fff != 0) 

 

# my head was fragmented [initially] 

(ip[6] & 0x20 != 0) && (ip[6:2] & 0x1fff = 0) 



 

https://gearbit.com 

44 
 

 

# fragmented packets with more coming 

ip[6:1] & 0x20 != 0  

 

# more fragments bit is not set, [but] the fragment offset is not zero 

(ip[6:1] & 0x20 = 0) && (ip[6:2] & 0x1fff != 0)) 

 

# unroutable addresses 

not ((ip[12] < 3) || net 5 || net 10 || net 127 || net 172.16 \ 

 || net 192.168 || (ip[12] > 239))  

 

IP  O P T IO NS 

ip[0:1] & 0x0f > 5 

 

# loose source routing, [(ip[0:1] & 0x0f > 5)] 

# ip[20] opts:  

#  7,0x44,0x83,0x89  

#  record route,timestamp,loose source routing,strict source routing 

# loose source routing 

ip[20:1] & 0xff = 131 

 

# other IP versions than ipv4 

ip && (ip[0] & 0xf0 != 0x40) 

 

####### 

 ICM P  

# 

# fragmentation needed but DF flag set 

(icmp[0] = 3) && (icmp[1] = 4) 

 

# fragmented ICMP 

icmp && (ip[6:1] & 0x20 != 0) 

 

# in/out going smurf attack 
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icmp && (ip[19:1] = 255) 

 

# in/out going fragmentation attack 

icmp && ip[6:2] & 16383 != 0 

 

# Loki Filter 

((icmp[0] = 0) || (icmp[0] = 8)) && ((icmp[6:2] = 0xf001) || (icmp[6:2] = 0x01f0)  

 

# ICMP address mask requests 

icmp[0] = 17 

 

# Frag required but DF set* 

((icmp[0] = 3) && (icmp[1] = 4))  

 

# source route failed  

(icmp[0] = 3) && (icmp[1] = 5) 

 

# all ICMP except ping 

icmp && icmp[0] != 8 && icmp[0] != 0 

 

# source quench        : icmp[0] = 4   

# redirect             : icmp[0] = 5   

# router advertisement : icmp[0] = 9   

# router solicitation  : icmp[0] = 10  

# parameter problem    : icmp[0] = 12  

# timestamp request    : icmp[0] = 13  

# timestamp reply      : icmp[0] = 14  

# information request  : icmp[0] = 15  

# information reply    : icmp[0] = 16  

# address mask request : icmp[0] = 17  

# address mask reply   : icmp[0] = 18  

 

####### 

# UDP 

# 

#  T E A R DR O P  AT T A CK  
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udp && (ip[6:1] & 0x20 != 0) 

 

# catch anything udp to port 500 udp  

-n -vv udp && dst port 500 

 

# catch udp packets with impossible udp lengths 

(udp[4:2] < 0) || (udp[4:2] > 1500) 

 

# back Orifice 

-n -vv udp && dst port 31337 

 

# UNIX traceroute destports between 33000 and 33999  

(udp[2:2] >= 33000) && (udp[2:2] <= 33999) 

# or alternatively.. 

udp[2:2] >= 33000 && udp[2:2] < 34000 && ip[8] = 1 

 

# UDP port scan 

udp && src port = dst port 
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DISPLAY FILTERS 

        CO MM O N US E D DISP LA Y  F ILT E RS  

 

mac.addr==00:00:01:12:32:44 
eth.addr == ff:ff:ff:ff:ff:ff 
Ip.addr==10.1.1.5 
tcp.port==80 
 
 

E T HE R NE T 

eth.addr eth.len eth.src 
eth.dst eth.lg eth.trailer 
eth.ig eth.multicast eth.type 

IEEE 802.1Q 
vlan.cfi vlan.id vlan.priority 
vlan.etype vlan.len vlan.trailer 

IP V4 

ARP 
ip.addr ip.fragment.overlap.conflict 
ip.checksum ip.fragment.toolongfragment 
ip.checksum_bad ip.fragments 
ip.checksum_good ip.hdr_len 
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ip.dsfield ip.host 
ip.dsfield.ce ip.id 
ip.dsfield.dscp ip.len 
ip.dsfield.ect ip.proto 
ip.dst ip.reassembled_in 
ip.dst_host ip.src 
ip.flags ip.src_host 
ip.flags.df ip.tos 
ip.flags.mf ip.tos.cost 
ip.flags.rb ip.tos.delay 
ip.frag_offset ip.tos.precedence 
ip.fragment ip.tos.reliability 
ip.fragment.error ip.tos.throughput 
ip.fragment.multipletails ip.ttl 
ip.fragment.overlap ip.version 

IP V6 

ipv6.addr ipv6.hop_opt 
ipv6.class ipv6.host 
ipv6.dst ipv6.mipv6_home_address 
ipv6.dst_host ipv6.mipv6_length 
ipv6.dst_opt ipv6.mipv6_type 
ipv6.flow ipv6.nxt 
ipv6.fragment ipv6.opt.pad1 
ipv6.fragment.error ipv6.opt.padn 
ipv6.fragment.more ipv6.plen 
ipv6.fragment.multipletails ipv6.reassembled_in 
ipv6.fragment.offset ipv6.routing_hdr 
ipv6.fragment.overlap ipv6.routing_hdr.addr 
ipv6.fragment.overlap.conflict ipv6.routing_hdr.left 
ipv6.fragment.toolongfragment ipv6.routing_hdr.type 
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ipv6.fragments ipv6.src 
ipv6.fragment.id ipv6.src_host 
ipv6.hlim ipv6.version 

A R P 

arp.dst.hw_mac arp.proto.size 
arp.dst.proto_ipv4 arp.proto.type 
arp.hw.size arp.src.hw_mac 
arp.hw.type arp.src.proto_ipv4 
arp.opcode 
 

T CP 

tcp.ack tcp.options.qs 
tcp.checksum tcp.options.sack 
tcp.checksum_bad tcp.options.sack_le 
tcp.checksum_good tcp.options.sack_perm 
tcp.continuation_to tcp.options.sack_re 
tcp.dstport tcp.options.time_stamp 
tcp.flags tcp.options.wscale 
tcp.flags.ack tcp.options.wscale_val 
tcp.flags.cwr tcp.pdu.last_frame 
tcp.flags.ecn tcp.pdu.size 
tcp.flags.fin tcp.pdu.time 
tcp.flags.push tcp.port 
tcp.flags.reset tcp.reassembled_in 
tcp.flags.syn tcp.segment 
tcp.flags.urg tcp.segment.error 
tcp.hdr_len tcp.segment.multipletails 
tcp.len tcp.segment.overlap 
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tcp.nxtseq tcp.segment.overlap.conflict 
tcp.options tcp.segment.toolongfragment 
tcp.options.cc tcp.segments 
tcp.options.ccecho tcp.seq 
tcp.options.ccnew tcp.srcport 
tcp.options.echo tcp.time_delta 
tcp.options.echo_reply tcp.time_relative 
tcp.options.md5 tcp.urgent_pointer 
tcp.options.mss tcp.window_size 
tcp.options.mss_val 
 

UDP  

udp.checksum udp.dstport udp.srcport 
udp.checksum_bad udp.length 
udp.checksum_good udp.port 
 
Operators 
eq or == 
ne or != 
gt or > 
lt or < 
ge or >= 
le or <= 
 

LO G IC  

and or && Logical AND 
or or || Logical OR 
xor or ^^ Logical XOR 
not or ! Logical NOT 



 

https://gearbit.com 

51 
 

[n] […] Substring operator 
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